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NOTICE TO USERS, INSTALLERS, AUTHORITIES HAVING JURISDICTION, ANL
OTHER INVOLVED PARTIES

This product incorporates fielgprogrammable software. In order for the product to comply
with the requirements in the Standard for Control Unitsid Accessories for Fire Alarm Systems,
UL 864, certain programming features or options must be limited to specific values or not used
at all as indicated below.

Program Permitted in Possible
Feature or Option UL 864 (Y/N) settings Settings permitted in UB64
Alarm Automation Y 0-90 As configured by UL 1981
Heartbeat Signal CentralStation Automation
Frequency: Systems Requirements
Serial or IP
Data Type: Y Security, GPS, USDI, Security

Others in pull down menu
Old Alarm Delivery Y All, Subscbier controlled
Options Never All
Radio Packet Life Y 099 0¢ No Time Out for Alarm, Trouble or

Restoral

Software Version:
Instructions to view the software version are in Section 3.1.1 LCD Display and Software Version.

Notes:

1. For Alarm Automation réerences throughout this manual:
Alarm Automation output must be connected tdJ 1981 Listed Alarm Automation System

2. For UL Central Stmn Burglar Alarm applications:
Opening/Closing Signals shall be sent using an alternate communication means thatgfowride
premises acknowledgement (ring back)

3. This product shall be installed in accordance with NFPA 72, NEC,
UL 827 and all applicable local codes

4. For compliance with UL Central Station Burglar Alarm applications
A computerworkstation is required to belde to determine subscriber statu¥he workstation
shall be UL Listed ITE equipment.
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1.0 Product Description:

This document discusses the installation, configuration and use of the various programs
and hardware in the AES MultiNet Receiver uses. This Receiver is the heart of the
AES MultiNetsystem. All properly configured 7170-LEnk Transceivergsee &ction
1.4)will send their receivedES IntelliNet packets to this Receiver via TCP/IP over a
LAN, WAN, the Internet or if necessary@equipped, via Modem (as backup), for
distribution to the appropriate application or external system.

1.1 About AES IntelliNet:

AES IntelliNet is a twoway data radio network for the monitoring of alarms or
transmission of specialized data packets. It iefaand more reliable than telephone
and cellular systems, which are subject to both tampering and general failure. Phone
lines may still be used for backup.

What makes the patented AES system uni que
called subscribeunits. Each subscriber unit is connected to an alarm panel or

specialized data port. Alarm information or data is transmitted by radio to the central
recei verLiork almr afecdon ¥.4) if asubscriber unit is too far

away to reach the central station or arLifk Transceiver directly, its message is

relayed by another subscriber unit closer to or in better communication with the central
station or other closer units. This uniquelbtuin fir epeat er 0 capabil i
rugged, adaptive security network. The system adjusts itself to forward messages by
the shortest and best available route. T
automated, with no special programmingaed. Also, by eliminating the need for

dedicated repeaters and towers, the AES system dramatically reduces the cost of setting
up and operating a wireless monitoring system.

1.2 MultiNet Receiver:

The AES7705ii MultiNet Receiver with integrated PC, Linuxenating system and 1P

Link programs is housed in a 190 rack mou
central receiver. Itis a specialized Linux based server with specific programs running

that acquire data packets from one or mor&itik Transceivefs). AES Linux server

software reads subscriber data from theskitiR transceivers via a TCP/IP socket

connection. The server programs categorize the incoming data and forward it to

customer systems for further processing. An example of this actalgim

processing, where the server software identifies an alarm received by isuk,|Bent

by a Subscriber attached to an alarm panel, processes it, then forwards an alarm
message to a customero6s alarm automati on

The software installation ogists of several AES programs that process the data and a
web-based GUI for server administration and subscriber configuration. The AES
programs rely on open system components, including the Apache web server with php,
and the MySQL database, to proctsssubscriber data.

40-7705iFUM Page6 Rev1 Junell, 2018



Other programs in the MultiNet receiver evaluate and distribute the data to an
appropriate application on this machine or another located on the LAN, WAN or
Internet. These other applications maydigtribute the data, store it in atdbase for

later retrieval, send it out a local 32 serial COM port, send it out a printer port or
perform whatever function the application is designed. A single MultiNet Receiver can
have multiple IPLink Transceivers installed locally or anywherennected by a

TCP/IP connection. This capability allows tinéelliNet network to be expanded

virtually to any location desired that is serviced by the LAN, WAN or Internet

1.3 7170 IP-Link Transceivers:

These units communicate to the MultiNet Receiver \daect Ethernet connection,

LAN, WAN or the Internet. Models have an integrated Modem to communicate using
a phone line if the TCP/IP connection is down. Thilik acts much like a subscriber
that retransmits its received data packets via the TC&dlihection rather than via an

RF transmission. This allows the-lihk Transceiver to be located outside of RF
communication with a central station receiver and the expansion of the IntelliNet
system into previously unreachable locations. They shouluskeled with the same

care that a central station receiver would as they are usually the primary path to the
central receiver location. Multiple {Bink Transceivers can be installed in a single RF
cloud to act as backup or to provide multiple pathsédascribers in a geographical

area. Each Hink Transceiver can operate at the same frequency or at another.
Operating at other frequencies allows for an overcrowded region to get a new clear
frequency and still be able to be managed by the sameeecdialso allows the
expansion into other regions, states, countries or islands where regulations may require
operation at a different frequency than your othekilik Transceivers.

1.4 Document Conventions:

<Key> Characters between angled brackets tefarspecific key on the
keyboard.
Example <Enter> means to press the Enter Key.

{variable} = Characters between these braces refer to a value that willependent
on any number of circumstances or configurations.
Example: {username} meansreplace {username} with the
appropriate user name.
Example 2: {IP Address} would require a valid IP address be typed in
place of the label.

[Screen Text]Square brackets have several uses. Occasionally refers to a Graphical
Button, usually selected by cking on the screen graphic.
Also used to indicate a selection available by choosing from an available
list.
May also be used to show actual characters displayed.
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The TCP/IP Gateway
for AES-Intellinet

Internet
LAN - WAN AES - IntelliNet
Ethernet Radio Network
\ , AES - IntelliNet (Cloud)
{ Radio Network
(Cloud) i

| amemaer
7170 IP-Link

IP-Link Transceiver

TCPIIP
INTERNET

J
————Ethermnet HUB
Primary AE D irioliMet i
7170 IP-Link
Secondary
7170 IP-Link

_Primary MultiNet Receiver Redundant Secondary

MultiNet Receiver
D7705i7050900

Typical MultiNet System

It is highly recommended and required for UL systems that @ndsht MultiNet Receiver be
operational at the head end and that any location of 71-IihnkKPTransceivers have at least
two for the purposeof redundancy.
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2.0 Safety Considerations:

All equipment must be installed in accordance with National Electric Gqqbdicable
UL Standards and local building coddi user serviceable parts. Do not open
enclosure. Unplug power before installing or removing.unit

3.0 Technical Specifications:
The7705iii s i n a standard 2U 190 rack encl osu

Operating voltag: 120 VAC, 60 Hz. +/10%
Operating current: 0.6 Amps

Operating Temperature Range: 13°to 35° +2°C
55° to 95° +3 °F

Storage temperature Range: -10°to 60° C
4° to 140° F

Power Consumption: 200-Watts Maximum

Physical Dimensions: 190d#&i x 3. 50 122HgDe(edU)
(13.2%including rack handles)

Minimum Rack Depth: Approxi mately 160 to al
and connectors.

Weight: 9 poundgapproximate)

Encryption: AES 128 Bit
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3.1 Front Paneli Software Version

The front panel has ¢huser display and controlgigure 31 shows a view of the front

panel.
Alert Sounder

FAES IntelliNet

@] .
3 :
770611 C | Receiver . i s |
L L

Tactile Response Sounder  LCD Display Status Panel Alert Panel

Figure 3-1
3.1.1 LCD Displayand Software Version The LCD is a 4ine display with 20
characters per line. It shows messages for d&ii. Use this in conjunction with the
Alert panel to interpret and acknowledge messages. There is also a tactile response
sounder to provide audible confirmation of a successful button activation.

In most modes of operation, the top line will be constantdgsplaythe software

version number andES copyright.
Example: REV #.## (C) 2005-06 AES

Other lines will be used to display messages generated by the server. Refer to
Appendix Bfor a detailed explanation of servgenerated masges displayed on the
LCD.

3.12 Status Panel:Contains LEDs that indicate fault

conditions as described below: JFegure 32.
When any of the Status LEDs are activated to reflect g C ()
failure, the LED on the Alert panelill also be RECEIVER CPU
activated, causing the Alert Sounder to activate. ) .
Pressing SILENCE will momentarily silence the Alert & O
Sounder for 30 seconds until message is cleared. ETHERNET  AUTOMATION
Pressing ACKNOWLEDGE will clear the Alert LED. B
The status LED wi lthefailmret |oe ChAicl el@ar eldo unt i
has been corrected. RFINTERFERENCE  POWER
1 Receiver: Red Led Indicates a hardware or )
system fault in the server. These faults will Figure 3-2

include Printer Offline and LCD display faults.

1 CPU: Red Led Indicates that the CPU or internal processor has performed a
reseteither manually initiated or automatically by the internal watchdog circuit.
Pressing the Acknowledge button turns off this LED.

1 Ethernet: Red Led- Indicates a fault condition with the Ethernet connection as
detected by a missing checkfrom a 7170 IFLink Transceiver.

1 Automation: Red Led Indicates that the Alarm Automation process is unable
to get Acknowledgements from a designated alarm monitoring system.
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1 REF Interference: Red Led Indicates that an RF interference condition exists
and that signa may be hindered. RF interference is a condition where the
Carrier Detect (CD) in the transceiver is active for more than 20 seconds. This

LED will turn off if CD turns off for 100 milliseconds.

Power: Green Led- Indicates that proper power is detgtat the monitored

points within the7 705ii.

3.13 Alert Panel: This section of the front panel contains an LED and two Push
Button Switches. The LED illuminates to indicate the existence of unacknowledged

message(s). The switches allow for Silen@nd Acknowledgment as described

below: Sed-igure 33. There is also an audio device associated with these functions,
which is located behind the small hole to the right of the Alert Panel.

A message queue exists witltire MultiNet receiver to hold messages that are in need

of

a userds response. A us

er mu st

acknow

automation is offline and that automation system is not acknowledging the reception of
those messages using the comfegd communication protocol.

i Tactile Responsesounde: A short beep sound will be heard from the tactile
response sounder located near the LCD any time a button press in this panel is
accepted. There may be a short delay between the press and thessundere e p .

Silence Button: Is used to silence the internal alert sounddwote: The

Silence button when held down for a minimum of 5 seconds will start the

LCD test and LCD lamp test sequence.

If the Silence Button does not silence the Alert Soundeiit may be due to an

overheating condition.

Other MultiNet Receiver functions may appear normal. The

unit must be shut down and the cause of the overheating condition must be corrected
before continued us@o shut down the uniswitch the power switch on the rear panel
to the Off position. Contact AES for service

9 Alert LED: Red Led - Indicates that a condition

exists that needs attention or that the CPU LED is on.
Refer to the Alert messages the LCD display for
details.

Acknowledge Button: Is used to Acknowledge the
message that is currently displayed on the LCD
Display. This is a function that is only required when
automation is offline. Once acknowledged the current
message is removed atige next message (if any) in
the message queue is displayed.

ALERT

(¥
ey

SILENCE

I n A
(¥

i+

ACKNOWLEDGE

Figure 3-3

When alarm automation is online, pressing this button will turn an illuminated

Alert LED off.

3.2 Rear Panel:

The rear panel contains the connectors used to attach external connections, peripheral
such as the monitor, keyboard, mouse and power. The main power switch is also

located on the rear panel. The rear panel is divitledsections asutlined below.

Figure 34 shows a view of the rear panel.
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Figure 34
3.2.1 Power Section:Contains the power input connector and power supply On/Off
switch as described below: Also contains the Power Supply fan.

1 Power input connector: Plug the female end of the supplied AC power cord
into this connector and theale end of the power cord into a
120 VAC, 60 Hz receptacle supervised by a UL Listed UPS or a UL 1481
power supply.
Do not connect to a receptacle controlled by a switch.

1 Power On/Off switch: This switch controls the internal power supply. When
in the off ( O ) position power supply output is interrupted. When in thg Pn (
power is provided to the internal electronics including the motherboard.

1 Power Supply Fan: This fan must be kept clear of obstructions to permit
unobstructed flow of air.

3.2.2 Modem Section: Contains a single telephone jack connector:

1 Phone line/Modem Jack: Plug a telephone cord into this connector with the
other end plugged into an active telephone Jack. This is used to provide a
backup Modem connection for-IBnk Transcevers that cannot communicate
via the Internet or TCP/IP.

When connecting th&705iMu | t i Ne't Receiverdéds modem to a
AWG or larger wire. A UL Listed 497A Secondary Protector is required to be installed on the
incoming lines. Inwllation shall be in accordance with the NEC Article 800, the manufactures
installation instructions and in accordance with all local codes.
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3.2.3 Single Board Computer Connector SectionContains connectors for computer
peripherals.

1 Serial Port 1 / (COM 1): [/dev/ttyS1]Used to connect to alarm monitoring system
for signals communicated via RZ32.
SeeAppendix E for a list of Alarm messages generated.

1 Serial Port 2 /(COM 2). Not used.
{ Monitor, CRT (VGA): Connectavideo monitorfor initial configuration y

{ Ethernet Port 1 [ENET1]: Can be used for a dedicated crossover Ethernet cable
connection to a 7170 {Bink transceiver using no additional network hardware or
as a connection to an Ethernet Hub/Switch usis@adard straight through
Ethernet cable.

Preconfigured factory default to static IP address 192.168.0.101.

1 Ethernet Port 2[ENET2]: Not used.
1 HDMI: Not used.
1 USB:

o For initial receiver configuration conneckayboard and a mouse to USB ports.
Onceconfigured accesgo the MultiNet Receiver is done througttcomputer
workstation connected by network through ENEJ'1.

o Line printer is connected to a USB pdrhe printer needs to be LR64listedfor
ASignaling Useo.

SeeAppendix Ffor a listing of generated messages.

Note: y These are to be used for initial setup only and are not to remain
connected.
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4.0

Installation and Setup:

A separate dAlnitial |l nstall ati on
you through the initial installation and setup.

A standalone Receiver requires a monitor, keyboard and mouse for user interface. See
Figure 41. The standalone configuration is not recommended by AES Corporation for
anything other thn initial setup and preliminary testing of the system. Once properly
configured and connected to a LAN, a network workstation is used to access and
configure the receiver remotely. Segure 42 andFigure 43.

A printer is also required for printing any output directed to the printer port. Refer to
Appendix Ffor a listing of printed messages. Ethernet port(s) are integrated into the
PC andare ugd to connect to the {Bink Transceiver(s) and external applications on
remote servers or systems via direct connection, LAN, WAN or the Internet.

A system, while it may not have a keyboard, video monitor or mouse connected
during normal operation, will r equire these peripherals connected directly for
initial setup until remote access is accomplished. They may also be needed later
for occasional configuration modifications.

The 7705ii, monitor and any network related equipment shall be connected talalesuit
UL-UPS to maintain power during power outages.

In a Dual system, eactv05iiand the 7170 Hink Transceiver shipped, is configured
exactly the same. At least one set must be modified to operate the two pairs together in
the same TCP/IP network.agh device in the system must have unique TCP/IP
addresses. Each 7170 must have a unique Unit ID for the IntelliNet Network it will
operate in.

Figures 41, 42 & 4-3 on next pages illustrate some typical system installations. The
illustration onpage 8also illustrates a typical system.
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Notes:

1 Power Line, router/ switch, and telephone connections shall not leave the room
where the AES equipment is installed. This must be accomplished by-co
locating outlets andinterfacing equipment in the room where AES equipment
resides.

1 7705iimust be installed in a UL Listed metal rackmounting cabinet that
complieswith UL -60950 standard for IT equipment.The rack mount cabinet
must be provided with integral outlets and theability to connect AC input via
conduit. All wiring exiting the cabinet must be in electrical conduit. Be sure
non-power limited and power limited wiring are separated by at least 1/4 inch.

1 All equipment shall be connected to a UL Listed UPS (UL 864) dJL 1481
power supply. In addition, the central station shall have a generator to
maintain power for the receiving equipment and environmental controls for a
period up to 24 hours or longer.

1 A UL Listed UPS or generator to supply 24 hours of standby musbe installed
and utilized at the monitoring station. If the primary power source at the
monitoring station is lost or otherwise faulted, this condition must be obvious
to the operator on duty.

1 Equipment Location: A UL 7705ii MultiNet Receiver must be ingalled in a
room where operators can properly hear the Audio Alert Sounder.

1 When connecting the7705iMu | t i Net Receivero6s modem t
UL 497A Secondary Protector is required to be installed on the incoming lines.
Installation shall be in accordance with the NEC Article 800, the
manufacturers installation instructions and in accordance with all local codes.

1 When connecting the7705iMu | t i Net Receivero6s Etherne
a UL 497B Secondary Protector is required to be installedn the Ethernet
cable. Installation shall be in accordance with the NEC Article 800, the
manufactures installation instructions and in accordance with all local codes.

4.1 Software Installation:
All necessary software is pmastalled on youi705ii.

If your system has a catastrophic failure it may require the reinstallation of the Linux
operating system and the specializedLifk software programs. BIOS settings should
also be checked to confirm that the unit would initialize and operate properly. Routine
backing up of the databases to another storage device would be essential in any
successful reinstallation or recovery process.

Contact AES Technical Support if you need assistance with software installation or
BIOS settings.
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Single MultiNet Receiver Connections to a 7170 for Initial Setup

Local

IP-Link 7170

Suppressor

/ 16.5 Volt AC
To » Transformer
Antenna =
Default IP Address = 192.168.0.11
Wall |
OQOutside

Inside the building

Intended for initial Setup and testing ONLY

; i 1| Optional 2,

This configuration is used for initial m‘:emet i Customer Provided
setup only! Monitor, Keyboard and e e Ethemat Rouver
Mouse not to be left connected | -—————

during normal operation.

x - See Appendix F for
/ printed messages

-3 Customer provided i
Customer peripherals, of
Provided purchased separately
TELCO Line from AES.
Manitor
AC Power
-
AES NGt B e i e
e = I_; -:mn'.m(r a-u
M- B = .
e’ EEE.
%?‘i%é’::’-;:"ﬁ :h‘q"mw-mmﬁl

Alarm Monitoring
See AppendixE for messages

Default IP Address Port 1 =192,168.0,101
Default IP Address Port 2 = 10.0.1.221

Figure 4-1

Single MultiNet Receiver Connections to a 7170 for Initial Setup
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Dual MultiNet Receiver Connections to Remote 7170 IP-Links thru Local Network

52-0054

To
Antenna

AES Part Number

Suppressor

whi
QOutside l

2" 7705ii Receiver as shown
below. For redundancy.

— LK A978 Swege
2 I Protector
t ..

Ogptional
Internet

| Customer Provided
connection . | UL Ethernet Hub

Local

IP-Link 7170

L

16.5 VoIt AC
o Transformer

Surge Protector

2"%Local 7170
as shown above,

| Default IP Address = 192,168.0.11 ]
I_— UL 4978

Inside the building

UL 4978 Surge
Protector

[ suggested Address = 192.68.0.22

See Appendix F for

printed messages

Customer Provided

TELCO Ling
1
UL 497A
Surge Protector
C/S Generator
Customer provided
Workstation
ULUPS
T 77050
UL AC powe' MultiNet Receiver
Surge Strip l
RAES etV ot | ) s e n e
_--nm:r:,'::--..—v\ 7(7040‘!4 Aram
- o i'.'.‘.'.'l
% 3 = 2 rer) Lasas
- l ) e o —
(.Q “J = . = o o [l T e
e et [0 = D S (2
P e el e uwn.mmmwm """ - use ua
SEOOE - D ARCASOw L U1 D WO, L
AL e BAMAL W TV e
| UL 4978 Surge
Alarm Monitoring Protector [
See AppendixE for messages
Not investigated by UL

Default IP Address Port 1 = 192,168.0.101
Default IP Address Port 2 = 10.0.1.221

@ SINGLE POINT GROUND TO 77050

Figure 4-2

Dual MultiNet Receiver Connections to Remote 71Ailkks thru Local Network
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Dual MultiNet Receiver Connections to Remote 7170 IP-Links thru Internet

2Remote 7170 | Remote Default IP Address
IP-Link 7170 192.168.0.1 1
e Bupprasaee e Consult with IT Dept.
E RS ™~ soisomn - 16.5 Volt AC
et o Budany Cnrde Antenna | - Transformer
i 1 Outside v UL 4978 Surge
wall Pritect
] Inside the building '°l‘" i

Acquire IP Addresses
from IT Dept.

Off Site Remote Location

UL 2978 Surge
Frotector |

Customer Provided

Head End - Location of 7705ii MultiNet Receivers

Acquire |P Address from IT Dept.

UL Ethernet Hub

Qternet/— - s s ..

2" 7705il Receiver as shown
below. For redundancy

Sk |

UL 4978 Surge
Protector

See Appendix F for
printed messages

ICustomer Provide
TELCO Line
1
UL 497A Surge
Protector

Customer Provided
UL Ethernet Hub

Customer provided

Workstation

7705ii
UL AC Power MultiNet Receiver
Surge Strip
»
"
'AEGMW FAES infaliVet Zo e
S == on  ca
- ‘*.;::: -.o'o:.ql
‘--' 3 vaa o | e l—=
= [ — 1
,__.f___ e e L
prrig-Sri T e
] UL 4978 Surge
Alarm Monitoring Protector
See AppendixE for messages Default IP Address Port 1 = 192.168.0.101
| Not investinated by UL Default IP Address Port 2 = 10,0.1.221 SINGLE POINT
Acquire final IP Addresses from T Dept. GROUND TO 7705ii

Figure 4-3

Dual MultiNet Receiver Connections to Remote 71 ALilkks thru Internet
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5.0 System Startup and Access:

AES ships th&705ii MultiNet Receiver with the Linux operating system and.ifk
programs prenstalled and with basic configuration already complete to operate as
shown inFigure 41. Each installation will have sHgpecific parameters that would
typically be changed or entered during initial installation and setup.

Refer to separate guide for assistance with initial setup.

Familiarity with the Linux operating system will be necessary to run programs that
operate, contiand configure your Iink system. Refer tdppendix Afor a list of
some common Linux commands you might use in this process.

5.1 1°Time Notes:

The first time that the MultiNet Receiver is powered up, it will regsineme

configuration specific to the unique installation environment in which it is to be used.
A directly attached keyboard, monitor and mouse will be needed to perform this
configuration. Refer to separate Initial Installation and Setup Guide. Domoéct

the Ethernet ports to an active network until you are confident the TCP/IP settings are
appropriate for the target network.

5.2 Power up:

If this is a standalone system, or if you are still configured for initial setup as shown on
Figure 41 with an attached keyboard, monitor and mouse, turn on power of the
attached video monitor.

Switch the power of th@705iito the on position. The main switch for the power
supply is on the back panel. This must be switched to s fir

Once the startup process has begun7#bii MultiNet Receiver will initialize, going

through its normal boot sequence executing the programs defined in the configuration

files. Password protected remote access through VNC is factory configfedd.

access to the Admin GUI, which is an htbased interface, should be available after a
proper startup, assuming the network sett
attached network.

: :A' "" '—';',f .-a
Power Switch - Rear Panel of Receiver
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5.3 Power Down- Information:

The power to th&705ii should not just be removed without going through the proper
shut down procedure.

DO NOT REMOVE POWER OR TURN OFF POWER of the 7705ii MultiNet
Receiver WITHOUT USING THE PROPER SHUT DOWN PROCEDURE!

This receiver is &inux server and improper shut down could damage files and prevent
operation. There are several ways to shut down a Linux server. Linux provides a
c omma nd snhaunrteddo p@nfaym this function.

O To shut down a Mul ti Net receiver, enter
line prompt:
shutdown Th now<Enter> Or

0O To shut down a Mul ti Net receiver from
AShut down Server! o

Shutdown Serwver| y |

5.4 Local Access and Login= Initial Setup

Local access means to operate the MultiNet Receiver using a keyboard, monitor and
mouse that are connected directly to the back of the Receiver. Login is required to
operate the Receiver in this manner.

After a successful powarm, youshoud be presented with the
| o g iYau may have to pressEnter> after the boot up process to get the actual login
prompt. Note the lines at the top of the displayFigure 51. They are typically the

last lines seen before the login prompt on the display for a normal boot up. Press
<Enter>after these |ines are displayed if t
userAdministrator functions you need to loginra®t using the current password. The
factory default password for us@ot is peabody2

T At the fiaes |l ogindo prompt, type
root<Enter> then
peabody2<Enter>

Note: After initial setup, if the password has been changed, as it should be, use the
current password for usesot to login to perfom setup and configuration
functions.

t

h

3 Be sure to | og oWserlwioetn fi ni shed. See

3  The user root is the most powerful Supeuser in a Linux server.
Do not leave the system unattended when logged in as too
3  User root should only be used to perform administrative functions!
3  To prevent unauthorized acces$ change default passwords as
des cr i Managing Userd section 9

Whenthe startup and login process is complete, you should be presented with the
command prompt A rFigwetS@releve Emtey key may need todhe e
pressed before the prompt is actually displayed.
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aes login: root
Password:

Last login: (Date time stamp) on tty1

[root@aes root]# _

Figure 5-1 Command Line Screen

I f your systemds c onf iUgaystemthatdsconfigeedéor du a l
remote access only, then your installation most likely does not or will not have a

directly attached keyboard, monitor or mouse. Connect t6408i using VNC

Viewer or your workstation program as instructed by the person or persons responsible
for your configuration.

S e #&VorRstation Access and Logino

5.5 Linux Command line:

After a successful local access lagyou would normally be presented with a Linux
Command line prompt. If you are using the Desktop GUI interface, as would be the
case from a remote accesession andant to enter Linux commands from a command
line prompt, then you will need to start arifénal shell. Refer t&ection 5.8for
information on starting the Terminal program. An example of the Terminal screen is
shown inFigure 53.

5.6 Common Linux Commands:

Refer toAppendix Afor a list of some of the more common Linux commands you may
be using with the Linux operating system installed on your MultiNet Receiver.

There is also an abundancembrmationabout LinuxCommands, availablen the

Internet to supplement any documentation you may already have.

You could begin by searching for #fALiIinNnux
engines or services.

Use extreme caution when attempting to use any Linux command on your
MultiNet systemas the consequences could have unexpected results,
disrupt normal system operation or cause permanent possibly irreparable
damage.
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5.7 The GUI Desktop and the AES Menu:

Note: Access to this menu must be password protected for supervisors control only.

The Linux GUI Desktop used in the AES MultiNet Receiver is the Motif Window
Manager (MWM). It is configured as a blue screen with no icons. The normal mouse

cur ser i s a white

startx<Enter>.

If you connect using VNC Viewer access, this is the interface you will be presented

with after a successful connection.

To access a menu of functions, right click on the desktop and Wdide holding the

right click, move the curser, which is now an arrow, over the menu items. Individual
menu items will highlight as the curser passes over. To select an item either release the
right click while the desired menu item is highlightededt tlick on the item while still

holding the right click.

From the GUI Desktop, you will be able to start programs used to perform

configuration, maintenance and other user functions.

An example of the desktop screen with a few comments added follovesfigline

illustrates a false view as tiX:and # mouse cursers are bathown,and it is not to an
actual scale. The menu available from the right click is also shown. This view is also a
representation of what the een would look like if you were to access it using VNC

Viewer as your workstation program.

root’s root desktop (aes:1)

. AES Menu
Right click
desktop to
access it.

Normal Mouse
Curser

X

Desktop

lbosear ommtendionddly cbose khe KI\XNG, .
you can restart ityotyping the following command at a command prompt:

Menu
Selecting
Curser

AES Menu

Hew Terminal e

aezctrl startall d
aesctrl stopall

aesctrl restartall
Clean LCD Alarm

Primary LCD Clean
Secondary LCD Clean
Primary Houze Keeping
Secondary Houze Keeping
Primary DataBaze Backup
Secondary DataBaze Backup
Feboot Serwer!

Shutdown Server!

Ouit, .,

Figure 52 GUI Desktop
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5.8 Start the Terminal Program:

Some of the utilities needed to configure the MultiNet receiver are accessed from a
command line. A terminalneulator program named xterm is an offered selection from
the AES menu available by use of the right click on the desktop. The terminal program
provides a command line, which can be used to run utilities mentioned above.

Start the terminal emulatorby selé i ng t he fANew Ter minal 0o it
The terminal window in the GUI desktop screen is shown beldvigare 53. This is

also a view using VNC Viewer from a remote PC that has access to the MultiNet

receiver.

root’s root desktop (aes:1) E|E|@

Terminal Program in a window Desktop S

[root@aes root]# I

Figure 5-3 Terminal window on the MWM Desktop
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5.9 Setting Time:

Time is very important and somewhat complex in a MultiNet System. Use the Linux
date command to set the time as shown in one of the following examples:

Where hh = hour mm = minutes .SS = secods
MM = month DD = day CCYY = 4 digit year
date MMDDhhmm.ss<Enter>
date MMDDhhmmCCYY.ss<Enter>
date 10031055.00 Sets the time to Oct 3, 10:55:00 AM using current year

For additional information on the date command, use:
man date<Enter>
Press Q to ekiman program.

5.10 Synchronizing Time:

Contact AES Technical Support for options to synchronize two or more MultiNet
Receivers to the same time standard. This is important in any system where servers
share files.

5.11 Time Zone:

Time zone is also very importarg ame is kept internally in UTC and is set or
displayed according to a variable that identifies the Time Zone the MultiNet receiver is
located within.

By default, a MultiNet Receiver is typically set to Eastern Time Zone or
America/New_York.

The Setup ppgram accessed by entering the setup command shown below on a
command prompt is the easiest utility to use for setting the time zone.
Setup<Enter>

You can also use the following utility, but Setup described above is usually easier.
Enter the following command to use the Time Zone Select utility:
tzselect<Enter>command to set the time zone. Follow instructions and answer the
guestions presented on the screen.

Contact AES Technical Support for additional information on adjusting the Time Zone
on your MuliNet receiver.
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5.12 Review your TCP/IP Configuration:

The TCP/IP parameters of all TCP/IP devices must be properly configured in order for
the MultiNet Receiver to communicate with any local or remotkitiR
Transceiver(s), and any other TCP/IP devicesatlsdo communicate with.

As stated before, if you are connected as showi#iginre 41 using the 7170 that was
shipped with your receiver, then no configuration is needed for the pair to be
operational.

There are two Etheet adapters incorporated into the MultiNet Receiver. One is
identified asethOthe other agthl. You can issue the Linux commaificbnfig at a
command prompt to review the TCP/IP settings. It is best to request IP information one
adapter at a time. Ear the following to view Port 1 settings:

ifconfig ethO<Enter>

Review the data on the screen. Then, to review the settings of Port 2, the second
adapter, enter the following:
ifconfig ethl<Enter>

You can scroll the screen display to view informatiort ttees scrolled off by using the
<Pg Up> and <Pg Dn> keys.

5.13 Factory Default TCP/IP Settings

The table below shows the factory default settings of all TCP/IP devices in a MultiNet
Receiver / 7170 H.ink transceiver pair. Both Receivers andliRk Transceiers in a
dual system are configured the same from the factory. You MUST modify the TCP/IP
settings of the second Receiver and ik Transceiver before the two can be
connectedn the same network. If the new MultiNet system is being placed in a
networkthat has existing MultiNedevicesthen these new devices need unique
settings.

Failure to do so will result in conflicts.

7705ii Default Ethernet Port Settings
Parameter Ethernet Port 1 / ethO Ethernet Port 2 / ethl
ONBOOT Yes Yes
BOOTPROTO STATIC STATIC
IPADDR 192.168.0.101 10.0.1.221
NETMASK 255.255.255.0 255.255.255.0
GATEWAY 192.168.0.1 10.0.1.7

7170 IP-Link Transceiver Default Ethernet Port Settings

IP Address 192.168.0.11
GATEWAY 192.168.0.1
NETMASK 255.255.255.0

Table 54 Factory defult TCP/IP settings
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5.14 Suggested TCP/IP Settings for Second MultiNet Receiver

The table below shows some suggested settings for the TCP/IP devices in the second
MultiNet Receiver / 7170 HRink Transceiver pair of a dual system. These suggestions
should beappropriate for a network that is only made up of devices from a MultiNet
System. If you are connecting to @xistingnetwork,you must get these values from

the administrator of that network. Failure to get the proper values could prevent proper
operaion of the MultiNet devices or other existing devices on the network.

Second7705ii Suggested Ethernet Port Settings
Parameter Ethernet Port 1 / ethO Ethernet Port 2 / ethl
ONBOOT Yes Yes
BOOTPROTO STATIC STATIC
IPADDR 192.168.0.102 No Suggestion
NETMASK 255.255.255.0 255.255.255.0
GATEWAY 192.168.0.1 10.0.1.1

Second 7170 IFLink Transceiver Suggested Ethernet Port Settings

IP Address 192.168.0.22
GATEWAY 192.168.0.1
NETMASK 255.255.255.0

Table 55 Suggested TCP/IP Settings for Second Recetv&l170

5.15 A note on DHCP

DHCP is an acronym for Dynamic Host Configuration Protocol. This means IP

addresses are automatically assigned by a DHCP server on your network. Since the
Mul ti Net Receiveros in a Multi Neds,asystem
DHCP server would have to be configured to reserve and always provide the same
address to each specific receiver. Contact your IT department for additional

information. Do not use this option if you do not have a DHCP server omgbmork

or camot configure it to provide static addresses to specific devices.

5.16 Configure TCP/IP, Linux Network Configuration:

As mentioned before, there are two Ethernet ports in the MultiNet receiver. The port
names are Ethernet Port 1 [ethO] and Ethernet Port 2][elfhyou are using both ports,
you will need to enter the commands to configure each port separately.

Note that physical Ethernet connector labeled Port 1 is internally identified as ethO and

that the Ethernet connector labeled Port 2 is internallytiftehas ethl. This is due to

a typical convention where components such as connectors are numbered beginning at

1 and a programmersdé convention that wusua
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In a Linux environment there are usually several ways to accomplish the editing of
paameters and similar tasks. Following are instructions for using programs or scripts
provided by AESor setting up the TCP/IP parameters of each port. A script provided
by AES for configuring these parameters is initiated by entering either the command
f./editnetworketh00  o/editnétworkethlo f r om a command | i ne
You will be instructed when to enter the above command, for now, read on.

The script will first run some preparation commands then start the KWrite Linux text
editor and open the appmgte configuration file. This opened file is a text file that
must contain the proper lines of configuration information while maintaining the
original format. After you save and close the editor the script will continue by
initiating and testing the meconfiguration. Watch the left side of the screen for
messages such as[ OK ]or[ Fail ]indicating success or failure of those tests.

Note: AES ships th&705ii, preconfigured to operate as showrHigure 41 asa

single receiver. This is to assist those who want a quick setup to be able to perform
radio testing and to become familiar with the system prior to a permanent installation
into your operational alarm monitoring system. Later or if your intendedliniti
installation will be connected to a LAN, WAN, you will have to change the TCP/IP
parameters as described on the following pages to operate with your LAN/WAN and
Internet network environments.

Contact your IT department for assistance with these paremete

For a simple installation where a crossover Ethernet cable is used to connect the 7170
IP-Link Transceiver directly to Ethernet Port 1 (J10), ethO of a single or th&7idsii
MultiNet Receiver, the following settings in this receiver along withréftemmended
settings in the 7170 manual should allow communication:
SeeFigure 41. IPADDR=192.168.0.101

NETMASK=255.255.255.0

GATEWAY=192.168.0.1

Perform the settings on Ethernet Ports 1 [ethO] & 2 [eth1].
IP address: Unique IP address to be assigned to this MultiNet Receiver.
Netmask: Netmask for the connected network.
Default gateway (IP): Gateway address for the connected network.
Primary nameserver: Nameserver for the connected network.

1 Use caution, as incorrect géngs could disable the system, especiallyiffwas
already configured.

1 Previous settings are shown in the fields when the configuration files are
opened. Once edited and saved you coulosethose values if you have not
recorded them elsewhere.

40-7705iFUM Page27 Rev1 Junell, 2018



In thexterm terminal window, enter the following command to initiate the script to

modify the configuration of Ethernet port 1 (eth0).

JeditnetworkethO<Enter>

Donodt

forget

t o

fir sth.tMepfalowtndvendador thea n d

KWrite text alitor with the configuration file for Port 1 should appelise caution as

incorrect settings could disable the system, especially if it were already configured.

There are usually about 6 linesparameters in the
configuration file. Only edit the lines described below to
provide the parameters needed for your installation. Do no
edit the parameter name or add spaces. You only need to ¢
or confirm the following lines: (order not important)

root’s root desktop (aes:1)

4 -+ ifcfg-eth0 - KWrite

Eile Edit Bookmarks Tools 3Jetings Help

NG v plB X QARY

DEVICE=2thD
OMBOOT=yas
BOOTPROTO=STATIC
IPADDR=192.168.0.101

METMASK=255.255.255.0

CATEWAY=192.168.0.1

[Line: 1 Col- 0 [INS [MORM [ |

Figure 55 KWrite Text Editor with file ifcfgethO Open

ONBOOT=yes

IPADDR={IP address for this MultiNet Receivers port}
NETMASK={Net mask for the attached network}
GATEWAY={Gateway for the attached network}

Once you have modified the lines to your desired
AQuir ¢
detects that you made changes, you will be asked
save the current Document. Click [Yes]. Click [NO]
if you are unsure of your edits and want to begin
again.

setti

Once the editor is closed the script will continue by initializing the new settings and
running a few tests. Watch the screen for errors.

ngs,

s el

ect

.
!

{é

[[Ii Cdit Bootmarks Toole Satires Halp
[ &) b TEeN R r“
.’.Qﬂs‘ " i )y —_—
% Qpen SHlelD
f Qpen Bacanl J
|Q Save iy
B save e
| oo LB
[ B Cicae St
44 print ShleP
N e
0 Quit Z1le
A+ Viwrrang - KWrite | 2](0](x]

I'ba currers Documert has been mocited

Would you like 2 save il?

ves ) || ba |

l Cancel |
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5.17 Testing TCP/IP Configuration:

Before you can test the TCP/IP configuration you need to make the connection of the
Ethernet Port(s) to the target network.

Once TCP/IP setup is complete and the Ethernet catde®anected to an operational
network, perform the following test to determine if your MultiNet Receiver is working
properly in the network. To test your settings, ping another computer or device that is
on your network. At a command prompt, issue til®ving command replacing

{network ID of another computer} with the IP address of the gateway or other known
PC on the network.

ping i c4network ID of another computegEnter>

Example: pingic4 192.168.0.1<Enter>(Default Gateway PC)

or pingic4 192.168).11<Enter>(Default 7170 setting)

The above listed ping commands will ping 4 timesl), either the default Gateway, or
the 7170 assuming they are configured as listed.

You can even ping the IP address of the receiver itself to see how the ping program
works.Pingic4 192.168.0.101<Enter> (Default Receiver)

If necessary you may press:
<Ctrl> + C to stop pinging attempts.

You should receive responses indicating how long the response took, if it failed or
timed out.

The example screenihkélpowrebpwansthe afigiurc g ¢
failed ping.

Using username "root™.
root@10.
:05:07 2004 from 10.0.1.124

] [=t ttl] [=I interface or address]
{bhuf]
2 ] [hopl ...] destination
[rooclaesSecurity root]# ping -c4 10.0.1.1
PING 1 . ( .1.1) from 10.0.1.202 : 56(84) bytes of data.
ms
10.0.1.1: C LL L ime=l ms
10.0.1.1: C LL t e=0.2 ms
10.0.1.1: ttl=255 time=0.199 ms

time 3007ms

1. . 1 from 10.0. : 56(84) bytes of data.

From 10.0.1.202 icmp seq=1 Destination Host Unreachable

Figure 56 Example of a ping to a gateway PC
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5.18 User Logout from directly attached keyboard & monitor:

You should log out the user that is logged in (usually root), when local actegghe
directly attached keyboard, monitor and mouse, to your system is no longer need.
Depending on where you are and what you are doing the procedure will vary. Several
options are outlined below.

Option 1: Logout (preferred method)
With this optionyou will log out and go back to the aes login screen.

1. If you are at a command line prompt and not running the MWM GUI, then go to
step 3.

2.1 f you are in the MWM GUI, first selec
by clicking OK or press <Enter>.

SelectQu t é Me n u—i—t» Wit...

Then click OK or press <Enter>
3. Enter one the following commands at tm
command prompt: o || cancer |
logout<Enter> or exit<Enter>

QUIT Hum?

4. The screen should return to the aes login prompt.
Option 2: Reboot server

1. The system will accomplish a logout when you wtlibe MultiNet receiver.
This will restart the server stopping at the aes login screen.
Be careful if you are rebooting an active MultiNet Receiver as signals may be
processing and a reboot could delay or terminate that process. Other users may
also beconnectedand this will disconnect them possibly interrupting their
work or cause loss of data.

To reboot do one of the following:

a. From the command line prompt enter the following:
reboot<Enter>

b. From the MWM GUI, select tlBe fAReboo
Menu accessed by right clicking on the MWM desktop

Select Reboot Server! Menu iterm——  Reboot Server|

2. This process should leave a properly configured MultiNet receiver and its
programs running allowing remote access by the super user root via VNC on
display 1, as wellsany other users that were properly created.

5.19 User Logout from Workstation Access:

If you need or want to logout from the workstation access session, simply close the
program you are using to establish that access. For example: If using VNC Viewer,
closethe program by clicking on the X in the upper right corner of the VNC window.
The password will be required the next time you attempt access.
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6.0 Admin GUI for Configuration and Administration:

The Admin GUI is a set of files located in a directory linkeitdd mi no under t |
Apache Ahtdocso dir e dGUlpyowneedtoTomnee gsimgas s t hi
Web Browser from a network workstation. The Apache Web Server running on the
MultiNet receiver protects this connection with 128 Bit SSL Encryption. Some
possible URLOGs used to access the GUI are

http://192.168.0.101/Admin/home.php Using workstation to receiver 1 ethO
http://localhost/Admin/home.php Using attached keyboard/monitor.

To get access to the Admin GUI simply use a Web browser and enteRthadJ
indicated above. Your actual URL may be different and will be the actual IP address
assigned to each MultiNet receiver in earlier steps.

G | Google - Microsoft Internet Explorer

| Fle Edit View Favorites Tools Help 1 "
OBack = O - g E ;‘- /.-"Search :‘: Faverites §4) (2~ ;. < _J 33
: Address :-E'I http:/[192.168.0.101/Adminfhome.php v Boo

Personalized Home | Sign in

Connectto 192.168.0.101

| Admin User Please Loging Advanced Search
Prafargnces
. .
[ User name: |g Admin .,| Language Tools
Password: | sassaes |

Mew! [ Remember my password

T=
i
<
LT

0K [ Cancel |

F| # Internet
Figure 6-1 Remote Login to Admin GUI
The correct URL takes you to the login window as seen above,

Figure

Thecorrect username and password takes you to the main menu page (homepage) of
the Admin GUI.

To change the username and passworCéamge Admin GUI Acceasder
Managing Users, S&on 9.

Factory default usernameAdmin
Factory default passwordpeabody

Note:l f you check the ARemember my password
password on future attempts from this same workstation, after a successful login. This

will significantly reduce security, as anyone who gets access to the workstation may be
able to modify your MultiNet Receiver Server settings.
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Once you get to the Admin GUI Homepage, there is a brief overview of the functions
available through the GUI. There dirgks in theleft-handcolumn of this page and
every page that can be used to select actions.

Below is a sample screen from the Admin GUI. The following sections describe the
functions of the Administration program.

3 ALS Configuration and Administration - Microsaft Internet Explorer

e Et Yew Fgaoows Jook bep >

Hip ocstontAdrehomes pied - Qo

GAES el

raQ

Haome

Server
Configurstion

Sateribors
Ovurviaw
Add
View
Deteto

Business Ueits

Ovnrveew
Add

Vaw
Delotn

Fysop
Weinks
Aarms
Version

Infe

Ontine ALE
Tach Suppont

YNG Viewmnr

<SAES InfeliNet

Yorion 1

a

AES Configuration and Administration

Use this inteiface to set configuration dats 8 the Unux server software and to Initialize subscriiber unit data

Server Configuration - Sat parametars used by the AES Unux server software to establish connections with
your IPLink.

Business Unit Configuration - Specify the typo of data you will be sending through the 1PLInk. If you are
processing more than type of data, define multiple Business Units to separate the data.

Subscriber Configuration - Initial entyy for the subscriber [0 In the database. This includes assigning the
subscriber [D to a Business Unit so that the server will knaw how o direct the subscriber data that comes in
from the 1PUnk

Select an action from the list on the left side of this page.

Copyright © 2003-2005 AES IntelliNet
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Figure 6-2 Admin GUI program home s&en
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6.1 Server Configuration

Among the first parameters that must be configured are on the Server
Configuration page. AES ships the receiversqmefigured as indicated
throughout this manual. To review or edit the parameters, access the Admin
GUI Server ©nfiguration screen as indicated above and click on "Server
Configuration” on théeft-handside of the screen. This brings you to the AES
Server Configuration screen, where you modify as needed the following
parameters:

3 AES Server Configutation « Mierosolt internet Lxsloter

te B3 Vew Fgiockm Toon b

% — - 26, 2006 1 4*1\‘

AES Server Configuration

Fan
Enter parameters that control operation of the Linux server software.
Hamu
| Sarves. !,D oo Identification numbes of your sesver. (hex)
| Bervar Number:
| Gotéyguratios Server Receiver Sorver recetver mimber, Will be used to identify system components in
| Number: . fault 1oports when there is no Basiness Unit recedver number. (hox)
| Nutserisars
[ ovmtviasy wruink Part wm Rart used by your TPLNK(s) to connect to the sorwr
and ‘-
View
Didute Modem Davice Path: | /dev/yS3 ] Unks dhavios poth tses] By the mmodem on youn [PLnk
| Businews Lnite
| LCD Path: | Jdav/tiysa ) Unie device path tesed by Hies 100 modobe
Oremiview
Add Verbose: Tofl = Coptroks ansount of indormation wetton to kg files
View
Duwin
| fysop —
1P Inds [__Swt Configuration |
Alprrns
Varsins
| o
| Online ARS
| Yot suppart
| NG Viewar
| Powered by
Nt
<FAES IntelliNet
L @ rearet

Figure 6-3 AES Server Configuation Screen

1 Server ID Number: Identification number of your MultiNet Receiver (server).
Unless you are running more than one server at your site, we recommend using
the default value of 0001. Use 0002 for the second. Each needs a unique ID.
Range is dcimal 0001 to 9999.

91 IP-Link Port Number: Port used by your HRink Transceiver(s) to
connect to the server. Default and suggested value is 7070.

1 Modem Device PathUnix path used by the modem in yourllik
Transceiver. De f assyou areivesy well versed in Ltinuxy S 3 0 .
and the hardware of this receiver, do not enter anything else here unless directed
by AES Technical or Engineering Support.

9 LCD Device Path: Unix path used by the LCD in your-IBnk Transceiver.
Default 29.A/dev/ttysS
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1 Verbose:

Controls the amount of information written to limited size log

files. A pull down menu allows you to set this parameter to Off, On or Full. In
most cases, the Off setting should be used, so that only critical messages are

written to the lodiles. If more information about system operation is required,

the On setting can be used. The Full setting should only be used at the direction

of AE

S sup

port

personnel Thi s

stored on each event reduces thaltoumber of events stored in the log.

Set Configuration: When complete, Click the [Set Configuration] button to

S

save the configuration. If you have not already created at least one Business

Unit, you will be asked to do so before leaving the ServeriQaration screen.

6.2 Define Business Units: (you must have at least one)

Each

subsc

ri ber

uni t 6s

application
Unit. Business Units are defined based on the types of application data they

process. Each Subscriber shbe associated with the proper type Business Unit
to handle the data packets produced by the Subscribers. Since every Subscriber

creates at the very least, Chdok Status and other routine messages, most
Business Units have settings for Alarm data @ray have to be linked with the
Business unit of Data Type: Security, if those messages are to be monitored by

an alarm monitoring system. Each user that will have remote access would
have a Business Unit set up for their exclusive use.

To provide for si-specific particulars, there are no user Business Units pre
configured in the MultiNet receiver from the factory. You need to create at

least one to continue.

Sel ec

t AAd

If this is your
First Business
Unit, select this?
You can change it
later if necessary.

Do not selecthis
checkbox if this is
an additional
Business Unit that
will use the Serial
Port already
configured for use
by another
Business Unit.

do

2 hitp 710.0.1,242 - Add a Susiness Unii - Microsoft Internet Explorar

un

Snrvar
nrur
rs.
o
A

Powered by:

<AES IntelliNet i

der fBusi ness

Add a Business Unit

Business
Unit Name:

Data Type:  Security ¥

Check the box below if you have an Alarm Automation

Alarm Automation System?

Cheack Universal Unit ID Range if you want this Business Unit to handle any unit IDs (0000
thiough FFFF) that send data through a specified IPLInk.

Universal I Unit ID Range? 7] Check to enable Universsal Unit 1D Range for this Business Unit.

Continae

Existing Business Units:
Name Data Type

PrimaryBusinesstnit Security

Copyright © 2003-2005 AES IntelliNet

® et

Figure 64

Add Business Unit Screen

an

dat

Some systems will only have one type of application data and one access point,

and thus will need to create only one Business Unit. If you have multiple types

of data and need multiple remote access locations, define meBsdinit for
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each data type and or remote user. For example, if you have subscriber units
that send GPS data, and subscriber units that send alarm data, you would need
to define two Business Units. Business Units can also be used to separate
elements ofjour operation; if you have networks that are independent, you may
find it helpful to create separate Business Units for them.

The software uses the business unit name internally, to name Linux directories.
It should be all alpha characters less tham3gngth and should not contain
Sspaces or special characters such as
names. Selecting a name that helps identify the purpose of the Business Unit
helps with database management.

You need to enter data into thaléwing fields to create a Business Unit:

1 Business Unit Name:An alphanumeric string you will use to refer to the
Business Unit.The Business Unit Name is used internally by the software
to name Linux directories. It should be less than 32 charaotegsahd
cannot contain spaces or characters that are invalid in Linux directory
names, such as *. Linux names are essesitive.

91 Data Type: A pull down menu on the screen is used set the application data
type for the Business Unit. Options include&#y, Meter, USDI, GPS
and Vending. Select the Subscriber data type for this Business Unit from
the pull down menu.

0 Securityi This data type will produce messages to be sent to a
specific alarm monitoring system using a specific alarm output
emulation. A different emulation, another monitoring system or
other differences in the parameters will require a separate Business
Unit. SeeAppendix Efor a listing of generated messages.

The data types listed below may nabe selected per UL 864

o USDIT This data type is expecting data from a USDI Subscriber.
Also creates Alarm data.

o GPSi Do not select data type.
o Vendingi Do not select data type.
o Pumpi Do not select data type.
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1 Alarm Automation System: If you have an Alan Automation or
monitoring system, check the AAl arm
will be presented with a data entry screen to enter its parameters. See
following pages for screen examples and data fields.

NOTE!: If a Business Unit will utilize a sgal port that has already been
configured and assigned to another Business UritOD NOT SELECT
THE AAl arm Automati on SYos masmidlowCHE CK
Special Instructionsincluded on following pages and a special procedure
located in Appendix D at the end of this manual. Instructions in
Appendix Dwill link the selected new Business Unit to the Business Unit
that uses the Serial Port. Failure to properly comply with this
requirement may prevent the additional Business Unit(s) from being able
to use the Serial Port. An existing Business Unit can also be edited later
to meet the requirements for linking to another Business Unit by replacing
the fields with a blank entry.

1 Universal Unit ID Range: Check this if you will have only one Business
Unit and want all Subscribers to be associated with this Business Unit even
if you do not manually add them to a Subscriber Database.

If the Universal Unit ID Range check baxnot checked you will need to
manually add each new subscriber to a Subscriber Database assigned to a
Business Unit. Any signals received from a Subscriber not in a database
will force it to be handled by the peonfigured Business Unit named

orphan.

If the Universal Unit ID Range check baxcheckedany new subscriber
not is a database that sends data would automatically use this Business Unit.

1 IP-Link ID: Enter the ID of the IR.ink Transceiver that will handle all
Subscribers when selecting Universal Ubitrange above.

Once you have entered data in all the required fields, ¢

|l f you have checked AAl arm Automati on
shown on the next page. If you did not, this screen will be skipped.
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6.3 Add a Business Unifi Alarm Automati on Settings.

R Add a Business Unit - Alarm Automation Settings - Microsoft Internet Explorer

D fk Edt Wew Favores Toos Heo w
(Qek - D X B D Poerch Srfeos & G B -3
ackbeess 1) ntp:710.0. 2. 235 Adminadcbu2 php 7t y rity@NemARD= BLresE=1 v | @60 ks ™ :

<é§gAEs ,nte”iNet Tuesday, December 13, 2005 15:30: 57 &
REFIAAN o Ny Voriotg

Add a Business Unit - Alarm Automation Settings

FAQ
Creating Business Unit: m for Security data
You can connect to your Alarm Automation System through a serial port, or an IP socket, or both. Enber connection
parameters below.
Home
Serial Port Parameters
Server Serfal Device Mame: Baud Rate: 1200 v
GConfiguration Data Bits: |7V parity: [ODD  ~|  Stop Bits: [2 ¥
Heartheat Signal {seconds) Humber of seconds between heartbeat signals, If your
Subscribers Frequency: automation system sends them.
Overview -
IP Parameters
Add
IP Adkdress: Port Humber:
View
Heartheat Signal ” Humber of seconds between heartheat signals, I your
Delete Frequency: (seconds) 4 tomation system sends them.

Business Units Automation Message Format

Automation Format: Ademce ¥ Format of messages sent to your alarm automation system,

Overview Receivar Number: 1. Recelver number setting in automation messages for this Business Unit.
Add

View Automation Message Printing

Delete @Print only when automation is down. All messages will be printed. (default)

CMint alarms sent to automation,
CAlways print automation messages.

SysOp
IPLinks .
EMail Alarms
Alarms
version You may specify an email address for alarm delivery. This is optional,
Info

EMall Address: (optional)

OnLine AES

Tech Support Old Alarm Delivery

@Deliver all old alarms for this Business Unit. (default)
C Individual Subscriber Unit settings control delivery of old alaims.
YNC Yiewer OMever deliver old alarms for this Business Unit.

Powered by:

“HAES

n

Inte”iNet Copyright © 2003-2005 AES IntelliNet
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LS | . e
&) Oone B Internet

Figure 6-5 Automation Settings

o Alarm Automation System Settings:

A If the Checkin, Alarm, Status, Trouble and Restore messages produced
by a subscriber unit will be monitored by an alarm automation system or
monitoring séware, you need to configure these parameters. Failure to
do so may prevent vital messages like AC failure, Low battery and other
faults from being reported. You
System?0 checkbox. You wsacrken be
shown above. You can connect to the alarm monitoring system via
serial connection and or TCP/IP connections. The following fields are
available to edit.
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WARNING! AVOID ERROR MESSAGES

Be sure there is a functioning Alarm Automation system properly
attached and in service on the configured port and or IP address, ready
to receive signals immediately after the parameters are saved.
Messages may be generated and any enabled heartbeat needs to get its
proper responses.

Leave the Serial Device Name, Heartbeat Signal frequencies and IP
Address blank, if you need to configure a security Business Unit to not
produce error messages, due to no in service Alarm Automation System.

Special Instructiondf this is an additional Business Unit that will useaxi&l

Port that has already been assigned and configured, then a Blank entry MUST
be used in the Serial Device Name and Heartbeat Signal Frequency fields.
Instructions inAppendix Dmust be followed after completrthis Business

Unit, to link it to the Business Unit that has a configured serial port, before it
will be able to utilize the Serial Port.

0 Serial Port Parameters:

A Serial Device Name: Enter the name of the serial device used for the
serial port. Defaultalue is: /dev/ttyS1 for COM1 (upper serial port).
/dev/ttySOfor COMZ2 is used internally and is not available.

A Com Parameters: Select the Baud Rate, Data Bits, Parity, and Stop Bits
to use on the Serial for these alarm automation messages.
Default valuesare 1200, 7, Odd and 2 Stop Bits. 3@pendix Efor a
listing of generated messages.

A Heartbeat Signal Frequency: Enter the number of seconds between
heartbeat signals on the serial port from Alarm Automation. The

hear t beat i s an upper case ASO when
should add a period of time as a window that the signal may be sent.
Exampl e: I f your Al arm Automation s

may want to set this parameter to 40. This allowsAlarm Automation
an additional widow of 20 secondad two attempts to send the
heartbeat before a fault message is generated By @%ei Receiver.
This shall be configureddy UL1981 CentraBtation Automation
Systems Requirements.

A Entering a value dd disables the feature and fFi£05ii will not be
looking for the heartbeat. The MultiNet Receiver will not annunciate a
fault due to no heartbeat being sent.

o |P Parameters:

A IP Address: Enter the IP address of the Alarm Automation system. The
default isblank and should only have an entry if there is to be
communication to Alarm Automation via TCP/IP.

A Port Number: is the IP port that tA@05ii send it alarm automation
messages on. Default is blank.
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A Heartbeat: Enter the number of seconds between kaasignals on
the I P port from Alarm Automati on.
when in Ademco 685 emulation. You should add a period of time as a
window that the signal may be sent. Example: If your Alarm
Aut omati on sends armumagwantdowsetthy 20 s e
parameter to 40. This allows the Alarm Automation an additional
widows of 20 seconds and two attempts to send the heartbeat before a
fault message is generated by #®5ii Receiver. Default is O or
disabled. This shall be cogfired bylUL1981 Cental-Station
Automation Systems Requirements.

o0 Automation Message Format:

A Automation Format: Select the emulation to use for messages using
these settings. Select either Ademco or Radionics according to the
configuration of the alarm nmitoring system. Se&ppendix Efor a
listing of generated messages.

A Receiver Number: Select the number to place in the character(s) that
represent the Receiver Number in the Alarm Automation message.
Default is 1. Range is Blank, 0 to 9 and Ato F. 0 and Blank are
selectable options but may not be valid entries for all alarm Automation
systems. Some Alarm Automation systems may ignore or be set to
ignore this parameter.

Unless you know you need or want someghilifferent, use the default
and suggested value of 1.

0 Automation Message Printing:

This parameter controls how the MultiNet receiver prints alarm
messages to its assigned printer.

Options are:

A Print only when alarm automation is down. All messages wiik fut
only those that cannot be reported to alarm automation.

A Print alarms sent to automaton. This setting echoes successfully
reported messages to the printer.

A Always Print Automation Messages. This setting prints all messages
regardless of state ofeam automation.

o Email Alarms:

A Optionally you can enter an email address to send alarm messages.

o Old Alarm Delivery:

Old (or prior) alarms are reported by AES Subscribers when a zone that
has gone into alarm in the past and has not yet restored tovgdanm
condition at the time the Subscriber is sending a Ghecdk a Status

report.
UL 864 requires a setting of:
ADel i ver all old alarms for this Bu
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A

Some Alarm automation systems may not be configured to properly

report these types of mgages. You may have some other reason not to
send these to automation but, be aware, these are important messages as
they indicate zones that are possibly stuck, improperly configured,
improperly wired or in an alarm condition and may not be able tatrepo

a new event.

Options are:

Il ndi vi dual Subscriber Unit settings
configured for each Subscriber in its configuration settings.

Deliver al/l old alarmsé , which wil
and report all old alarms to tmmation.

Never deliver old alarmsé , which w
and not report all old alarms to automation.

Once you have entered data in all the required fields, chclwm

If you selected Universal Unit ID Range, the following

screen appas.

3 A0 & Bwninwss Uit - Y nivarsal PLInN - M1 095 0f1 Intarnet Explerer
Th it e Fowtem oo i »
Qe - o (@ s Pavcatis £ iy M- 3
W 200 1 2ASII IS SO S oy st XXIOS S = 2% Pty e OO S ma T asieacrd Sotd=tily nouxiPod = B 6o L
o
<HAES InteliNet
Add a Business Unit - Universal IPLinks
ras
Creating Dusmess Units m For Seaarity dats
oo Specify hesadacinal 1D of Ualvorsa! TPLIks.
Darver
Cantigerminn 1111
e iwiers
Ouerview
At e————
View | Cominue_|
[
Baindomvs Lty
Me | Click the More buttan if you need additfonal Unbeeral IPLInk entry bases
Qverview
Adw
WViow
Owletu
SysOp
1PLinks
Alarms
Version
Info
Powered by
e, -
i
4iA_Ers Intcgd(Net Copyright © 2003-2005 AES IntelliNet
—"
g)ouw

.lnu-!
Figure 6-6 Add a Business Unit Universal IPLinks

Enter the ID or IDs of the HRink Transceivers that will handle the Subscribers
for this Business Unit. When

complete clickeée

The following screen, or one similar if Alarm Autation System were not
checked should be presented. After reviewing the information.
Click Add Business Unit to complete the proce Add Business Unit |
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Hurms

Sarver
Cendiguratjen

Bubscribers
Quardier
Add
Winw
Dalete

Businass Units

Dwardlow
Add

View
Dalete

SysOp
IPLinks
Alarms
Version

Infa

Online AES

Tech Support
Powaered by:

<SFAES IntelliNet

CORPOSATION | Far e oririog

Version 1

Add a Business Unit - continued

Youl are about to create a mew Business Unit named MySecurityOne for Security data.

Alarm Automation Serial Port Parameters
Dazwices Haamae: fdew tbySd
Baw| Rale: 1200
Dala Bits: 7
Parity: ODD
Stopy Bits: 2
Alarm Automation Formak Parameters:
Automation Format: Ademea
Eeceiver Humber: OxD

Automation Printing: Print only when automation ks down.
Old Alarm Delivery: Dellver all old alamas for this Business Linit,

Aald Business Unit

Copyright @ 2003-2005 AES IntelliNet

] Dione

W Intemes

Figure 6-7 Add a BusinesdUnit - continued

A partial view of the final screen indicating a succelsatld, is shown below.

Add a Business Unit - completed

Sueoessiully crealed the cushomer dabalase "My SecurityOne’

Business Unit MySecurityOne has been created!

Add Subsoribers

Figure 6-8 Add a BusinesdJnit T completed
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6.4 Business Unit Overview

Once you have created at least one Business Unit you can select Overview to
view its information. Below is a sample partial screen that slsewsral
Business Units. You can select an underlined link, to view details.

Qe « = 2 % it Fyame @ - N >
L B s - B o
b m
s e = U T
e o
Business Unit Overview
Click on a name to view detalled Business Unit data,
: o Data - :
Business Unit Type Universal Alarm Automation Customer Database
i » Serial
Address Poc Port
3 M Secumyione Secmnry Jeyirysy MySecnityOne
Lot ol B Fudosf Al Sdung Secunty ConmumodChal Fao ForJoofieAnul Signal
My
3
o
by
(N od
;MEI'A‘.'JN Capytight © 2003-2005 AES IntelSNet
o @ roew

Figure 6-9 BusinesdJnit Overview

Below is a sample compressed screen that shows the details for the underlined
link MySecurityOne

Init Details - Microsefi Internet Explorer

dew  Favorites Took  Help
O ® @G P rrons @ Hrp B - LB
Up:/F10,0. 1235/ minhewbu. php Thutag sty SeastyOre * Bw

blntelliNet

e

Business Unit Details

Data for Business Unit: MySeoariiOne
Application Data Type: Security
Alarm Automation Parameters:
Saerial Port Paramsetens:
Sarlal Device: fdev/thyS1 Baid Habe: 1200 Data Bits: 7 Farlty: oDD Stop Bits: 2
Heartheat Sianal Frequency:
Foimat: Ademee Receiver Number: D

i Automation Message Printing: Print only when automation is down.

Old Alarm Delivery: Deliver all old alarms for this Business Unit.
Customer Database: MySecurityOne

tew Royte table for fySecpirfrOne
[ Modity Business Unit | [ Delewe Business Unit |
Thera are po subscribers in this Business Unit.

t Add Subscribers

Alarms;
Byt There are 0 alarms for Business Unit My SecunityOe.

$ntelivef] ===

Copyright © 2003-2005 AES IntelliNet
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Figure 6-10 Business UriiDetails
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6.5 Modify a Business Unit

Select|__ ModifyBusiness Unit | i B\ ,siness Unit Details screen to make
any changes. The following combined screens image may appear different
depending on the type of Business Unit.

Leave these
fields blank
if this BU
will be
linked to
another that
is already
configured
to use the
Serial Port
to alarm
automation. |

Selecting a
different
receiver
number for
each BU
will produce
a unique
alarm
message for
each. This
affects the
receiver
number in
the string of
characters
sent to alarm
automation.

|

Figure 6-11 Modify Business Unit:
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